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AWS Solutions Architect Associate(SAA-C03) =KX= 684221t JE oid, 2 E2 24 HEZE O Z C}A|
IO MH|A BHES ARKNE LHEST| 2Ot 22X UM S 2785t= 23t X0t 2EE M A=
7|&0| B}

O] 29| =Xt= NESE=l X PDFOA AHIAYHO| SHTt £ =8 Tthe HASH O|Ct o 220 eI 2E A

HIAZF ) 2B =2 =X HFo| ELiZto| ot 2t 55 M= E T XN EED 2t

= o3 EHH o n] 3

O] M2, SAA-C03 H2|7} BEL}?
ZEREH T5IH MY He= HEE U0, ™Y MHA ME A5 8O =2 S| HLE 34 SAA-CO3=2 EOJ 30%,
2R 26%, 185 24%, HE x| A3} 20%2] Y Mo 2 A HEICE O] X2 = IAM/KMS/VPC E0t

3 |
Multi-AZ/Auto Scaling/DR, 2E2[X|-DB-HIEHA 5, 70i 8- 2E2[X] S2HA HIE 27t tﬂ%%":f

S4 el ZH 2o A HtEE|= CHE =X EHeh

Secure Architectures 30% IAM Role, Organizations, KMS, S3 policy, SG/NACL, WAF/Shield A BE

Resilient Architectures 26% Multi-AZ, Auto Scaling, SQS decoupling, backup, multi-Region DR Y &

High-Performing Architectures 24% EBS/FSx, ElastiCache, DynamoDB, CloudFront, Kinesis, read scaling M SHE

Cost-Optimized Architectures 20% Spot/Rl, S3 class, NAT H|&, serverless, Cost Explorer HY B2

CHEE R BT 22 = oI Al HRIE 2tEotH EFSt= 34 At2= OfL(C}

® 2= PDF MM A|HO| 2024'—.jOIE|- AWS SSO, Amazon Elasticsearch Service, Kinesis Data FirehoseX{Z Al 0]
£0| 40§ QUCt X 0|52 IAM Identity Center, Amazon OpenSearch Service, Amazon Data FirehoseL}.

® 25 S XLKA EHEXO| AL 2 FsICt o € £ “SQS queues= =2 3,000 messages?t X|CH 2t= 2
2 Standard queue@ FIFO queuel| =712 42 Z0|Ct,

® 34 in-scope SE0| AX|2t O] BN 2HOA HO| EO|X| &= MH|ALE QUCH Application Migration Service,
Compute Optimizer, X-Ray, Artifact/Audit Manager, Managed Grafana/Prometheus, Kendra, Keyspaces 0| Ci &
HO|C}.

@ PICHE EC2, S3, Lambda, RDS, ELB, VPCH & A @A e S40| &= MH[A& O BLO| BHEEICH Al Cf
H 28 HOAME AL 2 HSO|C

mretM O] Atze 2N2doz EHS 99y, SE sid2 FUHY A2 QX 1 4] 7|51} HWsts &
Mo 2 ALttt o2l F2[ol= ZH 2o T 4 Bl & SAA +=E0M Lot= M7t /= g5 ES/U

UM & A: 5 26 X

SH=4 =H2¥ s 22 = HY 2 A

EC2 313 Auto Scaling, 70 &M, EBS, HiX| &

S3 273 2EZ|X| 2L, HE, SH, 42, §H ¥
Lambda 179 H57| Mz2l, SAl'd, SQS/API Gateway -5
RDS 135 Multi-AZ, Read Replica, Aurora, RDS Proxy
Auto Scaling 115 ALB, 7 #0| 7|8t =, S 2ol
DynamoDB 74 On-demand, DAX, Global Tables, Streams
CloudFront 69 FHA|-ZEE HYZZQ} Global Accelerator T-&
AP| Gateway 61 REST API, Lambda, Private API, At& & K|t
EBS / SQS / Aurora 57 /54 /48 =5 2E2(X|, HEE, DB 17HEd
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KMS / SNS / ECS / Kinesis

X PR R

53}, fan-out, ZIH|O|LH, AEZ|Y

=82 Y2 Me 27 -> MY -> 2F 2E -> HE =ME HEAISHCT
1. 7S EEBHOF StLt? 17t8d, W8, =AM, 28 IP, RPO/RTO, =%}
2. FAS & = gl 2 HY Qi ZE HE X4, 2= 0|& |§X|, £ 2| A8 27
3. 2% BEHS Yot E0{0F 8tLI? least operational overheadO|H 2| MHZ|A. 7| 7|58 Mt
4. HE =2 OiX| 2o HE2ICE @ FAIE S & St W MEiX|= FEOo| OfL|Ct
S32} H|o[E| o] &
2EE|X| 22 EEEHE
=M 2 2+ e =R QE HAH ZAE
o OES o5 = oS S3 Intelligent-Tiering = FI|2 MY S Hote{™ i HS Lotop g
A H2SHR| LX|BE SA| =3 Standard-I1A A& NE 7|7HAM HE =0l
StAZ =4S AE = e MY JHs HolH One Zone-IA 17rgd e+ Hel
B2 2~A7HER £ 58 Glacier Flexible Retrieval SA| =3 279 X Q|
7l 23 7 MY, 2 XA HE Glacier Deep Archive XA K& 7|7F &hol
2R HZ mjEol Het Lifecycle Standard -> IA -> Glacier -> Expiration

AlE Al & 7]: unpredictable access pattern -> Intelligent-Tiering.

&M=
ug

A
=

B AMA X + EL + ot A2 WE YHRE

2210l 52 M& NFS/SMB/ZK| AE2|X|

AL
T|A=!

TB Old, HIEX A ALE %2, Lol =20l 0|5
SFTP/FTPS/FTP/AS2 QIE{I| O] A R X|

230/ A0 A NFS/SMBZ £0|%| S30f X%

M AHE CHE 2|IH/AELE Rts =X

7|1E AH X B ol S|

WORM, EE& 7|7t & ALK &X|

ZbEF W2 A2 2 1 SnowballE 12X|

£913 (fYBg Aol MX| Bt 18 Y

ORI

A|AE

+ o &

4™ 24
Linux, NFS, 0121 AZ| EC27t SA| 3§

Windows IS, SMB, 7| & Windows NAS/AD

=
s g

HPC, Hil2fd, f A, HEE, S3 Xz

S3 Transfer Acceleration + multipart upload
DataSync

Snowball Edge

AWS Transfer Family

S3 File Gateway

S3 Replication; &% BT 22| o

e

S3 Batch Replication

S3 Object Lock; Compliance rootT &K &7}

MEY s

EFS 2| CHe 2eld S/ IhY AlAHE
FSx for Windows File Server Windows H|O|E|E It 59

FSx for Lustre AN 24b Ot AlAE



Ao

Z4xd ‘-I?::r" AMEH o_|H Al

=20 (= | (=]
NetApp, NFS+SMB+iSCSI, ONTAP 7|5 *X| FSx for NetApp ONTAP NetApp FIAZE O|H
CHY EC2 B4 22 AR EBS AZ T&; 2HAE2 S30] 22| g

QE M E: Windows IIS + 7|& NAS It &9 -> FSx for Windows, 2] Linux EC27} Z2 o2& & -> EFS.

EBS M=
® gp2: 80| HX|B 7|Z |OPSE &M F73tCE.
=1
(=]

©® gp3: I IOPSNE|HES SN Z MYsiCt LB QI H|E X X3t uK =&,

2 SEX Skl
@ io2: YatE 1 |OPS-E2 X|¢0| TR H|O|EHH|0|A

@A HMER] NS OE Z52 JA X1 s 21 0{0F Sl Fast Snapshot Restore.

@ EBS= 7|2H2E ot AZ9| 28 AEE|X|CL 02| AZ 3/ 2ME LHM SHZ s 25t SFX| =L

HEA| =71 7|18 #alstt =Hel H=

SSE-S3 S37t & &z g 7 ®of 8i0] 7|2 MHZ 25t

SSE-KMS + AWS managed key AWS KMS2| aws/s3 7| KMS ZHAL#ot SHl= EQotLt e 7| e Qi3
SSE-KMS + customer managed L7k KMS 7| Z2-2 -2 2t 7] oM 22 AY Mo, WA AE et

key

SSE-C a0l 7|5 M3t 22 2O 7| ®MS; KMS 7|2t CHE

SSE-KMS2} customer managed key+ &2|0]7} OFL|CE SSE-KMS+= AWS managed key S+ customer managed
keyE 25 £ == ULt A0 7| 27| BMEZ 2H SHM 7t LI customer managed KMS keyE 1-EL}

A WAL0|E

HTML/CSS/JS/0| 0] X| 2 QU= AtO

£ AFO|E £ S3 static website hosting2 2 ¥ AMH 10| M3& == ULt F2H HTTPS, 7H
Al, 2|7l 227k 2 78HH A0 CloudFrontE ECt &8 MH ZEJF HQoth S32t 122 A2 QF

2 HOo|Ct

S3 H-=H M7 &

@ S3 H2E 7|22 E privateO|Ct I{ =2 HA ALO|EQ} private S3 origin + CloudFront OACE TF&3tLCt.

® K| CHel A CH22E/YZE HEk presigned URL. AWS AHA SEHE AFEXHO|A FX| &E=Ct

® A 3HO| CHE Y2 EX: S3 Object Ownership - Bucket owner enforced®t ACL H| 2 H3E MK 2L}

@ Versioning2 FHOIA7|ANZRH 578 = UA SHX|THH|E0| A< A RICE noncurrent version Lifecycle= 2
H 2Lt

® CRR/SRR source®t destination =5 VersioningO| ZR3ICt 7| = ZHA|& LBl replication rule 22 X5 25|
| X| @23 2 Batch Replicationg &L}

® SSE-KMS == destination KMS key 31t replication role #e7HXA| 2R3iCt

@ T K0 Ef2-2A2 ) ZY: S3 Batch Operations. M A T &1t H|-€ 7tA|3H= S3 Storage Lens.
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24M 2t AKX = O|F 7Hs T baseline Reserved Instances S+ Savings Plans
B 2 HoI A0 SH 7hs Spot Instances

AEBEZL AMRE Y 9S8 On-Demand

=2 MY th= ARE, 2tojMd A/ Dedicated Host

Capacity Reservation

QE OO MY gtat ME St Frontend -> Reserved, B AT X 0|0 ST 7H5 3t Backend -> Spot.
Ch BEH S7HYE M 20| Spot2 HIER 21 WEX| Qb=Ct

27184 o AS

Route 53/CloudFront -> ALB -> 012 AZ2| Auto Scaling group -> 2| DB/3 7 AEE|X|7} 7| & HCHC}
® ALB: HTTP/HTTPS, A2.2AE 7|8t 2t 8 Lambdak CHA 7ts.

® NLB: TCP/UDP/TLS, £218s, 11 IP 2.

@ Gateway Load Balancer: 23t5IDS/IPS &2 714 HER|3 OJZ20|HAE FHSHA &Y.

@ Auto Scaling2 0{2{ AZO| HfX|St 1 ALB health checkE A AHESHCE.

O MM/QZ2E nidS 2Z RSO T3 = A| H|0|E{ 7} ZatZICt MM-2 ElastiCache/DynamoDB, &3/ It 2
EFS/FSx/S32 Q2 3}5HC}

@ Y A7t Ao CPULL} SQS ApproximateNumberOfMessagesVisible(7# Z10[) 7|8t =HE0| Xt ABCE

H{X] O &
® Cluster: 3t A 2= X
@ Spread: 22| FQ° AAHAE MZ T}

@ Partition: HDFS/Kafka/Cassandra 22 it 2 24t A|AEIO] THE[MEH THOH Az,

Lambda &8

® Reserved Concurrency: &7 At 4= QL
@ Provisioned Concurrency: &8 2t S 0|2]
® SQS E2[719] visibility timeout
® DB Z ZZ2 RDS ProxyZ 7 Z$tC}

o
® TAZHE4 HHEJ M K07t 2Rt H Lambdalt DESIX| 211 ECS/Fargate SE= EC2E 2L}
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AH O o, MH 22| ;X §S ECS/EKS + Fargate

AWS H|O|E[E @A AER0|M, 2 T

che ECS
Kubernetes API-A4ElfA-0] Al o EKS
ZAH 0| O|O|X| X &-FA4H AZH ECR
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2y 27 ey

T 7|6t o2 oK At AWS Batch

TE Hijzot ozt 2

njo

O F4st Elastic Beanstalk

Fargate= A2 E2||O[E{7} OFL|2t ECS EE= EKSO| M AR83t= serverless compute optionO|Ct. O[O X| HEH A=
ECR, - AHZ Y2 ECS/EKSE HEE Lhelh

Auto Scaling ‘@%{ 1} B E QK]

@ Target tracking: Bx CPU 50% M8 SH{S 7. 7tE et 7|2 dH=
@ Step scaling: &2 37|0f 2t SHAE TS

[}
@ Scheduled scaling: 0| = 7tsot A|ZtCH E2fE.

i
@ Predictive scaling: 0t IEHE o Foff 0|2 82 &=,

ot
fu
[
+
1al

@ Lifecycle hook: launch/terminate® ZA| E3F10 X7
@ Warm pool: Z27|2El AAEAS TH7|A[F 21

=] o
e =
@ Launch configuration2 L} Launch TemplateS 41HCt 0] 2] instance type-Spot =8 FX0| = ZQ3iCt

G| O| E{ Hf| O] 2.2 FH A

RDS Multi-AZE HX L&

Multi-AZ DB instance deployment DIt AHE Fol =X standby= 917|892 AMESIX| %S
Multi-AZ DB cluster deployment a7tEd + e Foi =X reader RIAEHAQ} reader endpoint A S
Read Replica 47| =g, eld 2t 5H 7ts HES7] =H; DR Al 4 7t5

EH 0| 27| BE5E primaryX|A] 22| + reader endpoint + 2 failover?t E7H L2 ™ Multi-AZ DB clusterCl. Tha
5| Multi-Az2H= THO{2t 211 2 E standbyS 917 80|2t1 4 2stX| g=Ct

Aurora-RDS EH

@ Aurora cluster endpoint: writer 34,

@ Aurora reader endpoint: replicalfl 27| ¢1Z &4t

® Aurora Global Database: 3t primary 2|7, 092f secondary 2|2 2 X[¢ 22 Ql7|-Afjsf &7
@ RDS Proxy: Lambda/Z2 HZ0| 2 42| DB HZ & 22|, o =X I LA,

@ QT HAE XA 4+ 2| B A 2o|0|A MySQL/PostgreSQLE RDS/AuroraZ.

@ 0|7|5 DB OFO| 12| 0] 4: SCTZ A7|0r #HEH + DMSZ H[O|H 0|5,

DynamoDB-7H A|

k= A

Ecig ol 27t 2F A DynamoDB On-demand

Ol= 7ts3t Ecid, 8% A& Jts Provisioned + Auto Scaling
fo|32E 27| Al DAX

CHE 2|H active-active Global Tables

ae Hy o|HE e DynamoDB Streams + Lambda
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Mz MeEd

A DB MM 7 A =224 T F ElastiCache for Redis

Che HE[AYE FHA|, AFE Memcached
Q17| &&2 sl RDS standbyE DEX| =Lt 2A ™ 27| =& Read Replica/Aurora reader, 7|-gf £X X2

DynamoDB/DAX, BHe Z3| 7§ A| = ElastiCacheS 2L}

DynamoDB M| & #H

@ Partition key= EBfHO| DEH 2T EE high-cardinality 242 DELCH £7 key0l 80| 22|™ hot partition
ol &t

® GSl= MER partition/sort key2 KX HO|EZ Z2|3tCt LSl &2 partition key 2H0|A| CHE sort keyE AHE
St H|O| S g Al Foltot.

@ TTLE 2 & 52 Ats A HSte H& 22X WHO|X|B SA| ArH| 2%-& OfL[C},
@ =UE M7I9t transaction2 SAIY = AXHS 270 AFESHCt

@ Point-in-time recovery= @< #¢l, on-demand backup2 £3 A|E &7| =0 Htsict.

S AfH|A M

S3 oS MHf 8ol sQLz ZEeo| Athena

ClO|H 722 -ETL-schema discovery AWS Glue

Ci 2 Spark/Hadoop X 2| Amazon EMR
ZEd HolE Qo Redshift
EIAMOANEE OpenSearch Service
Bl AlZtSHOHAI 2 E QuickSight

ClolE 20|32 HeH Y 2| Lake Formation

Athenae XM A7t OtL|2} S3 HIO|E{E E2[St= AMZTIO|CE Redshift SpectrumE= S3E &2 5= UX[TE, 0[O
Redshift &4] 2tZ0| AL} YOSt A ZQI0| SHal QIX| ZHolBtLt,

—

HEHIt =2% HS

CloudFront vs Global Accelerator vs Route 53

2d 2+ qE

Y. @ 2HX HTTP/HTTPS, edge cache, 2|7 £} Za CloudFront

1’8 29 Anycast IP, TCP/UDP, AWS =22 H|E®|3, 2 endpoint failover Global Accelerator
DNS SECo2 2|™ ME, latency/weighted/failover/geolocation & *4 Route 53

HTTPEt2 22X CloudFront?} OFL|CE 7iA 0] G4 A O|H CloudFront, HTTP/HTTPSEH: 17d 229 Ip + HE[Z|H
O =X + A EE LIt HAMO|™H Global Accelerator?t O STt EF TCP/UDP 0H§E|7'||0|*d01| CloudFrontE 11
EX| 2Lt

A& 2t7|: Global static IP + TCP/UDP + =29 X|® ZAZ -> Global Accelerator.
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Ho

Route 53 Bt & 4

dxy 28 =1

Simple S M g0 st BlaA

Weighted blue/green, A/B, H| &' 24t

Latency-based AR Ao Al X[ HO| 7t @2 2™

Failover active-passive + health check

Geolocation ALEALe] = ILONE fIX0f [HE &

Geoproximity 2l QX9 biasZ X|2|E 24

Multi-value answer O 2{ healthy recordE DNS & &; load balancer tiX|= OF &

Alias record= AWS 2|22 (ALB, CloudFront, S3 website §)& FE = Q0= A2 = QL1 Route 53 query
2 FHo| HHO0| UCH CNAME zone apexdf| AtE& 4= QICH

VPC A2 HZ
@ S3/DynamoDBE QIE{SI-NAT 210] M Z: Gateway VPC endpoint. 2t 2 HIO|20]| B2 F7h Ex AlZH 2F &S,

® CHEE2| AWS MH|AE ENIC| AHE IP2 T2 Interface endpoint(Privatelink). Security Group &-&, A|Z+HH| 0| &
24

® S MH|AQHCHZ VPCO| AME =F, CIDR 55 7ts: Privatelink, M3 52 £5 NLB.
® VPC THIE 1:1 HZ: VPC Peering. H|F10|-d 0|2t A-B, B-C7t AO0l= A-C 4 27
® Ct== VPC/VPN Y S E.: Transit Gateway.

2Z0]2 HZE-DNS

@ Site-to-Site VPN: W27 135, QIEUH 7|gh oot B E

@ Direct Connect: & 2|4, L& HAF-XAH AHHo 2 HootE HISeChs K2 OfLEZ HQ5HH VPNt
Agt

® %' DXE of 2[T VPC/TGW T Direct Connect Gateway.

@ 2= 0| A7} Route 53 Private Hosted Zone= E2|: Resolver Inbound endpoint.

® VPC7} 2m0|A =0 Q2 HO|: Resolver Outbound endpoint + forwarding rule.

o

EH Al 2HOA ot Xt &l ms X|FO 2 YA ZE A3 AWS Local Zones. CloudFrontX & ZHA|2F == A
H|AZ} OfL|CE,

Heob dA

@ Security Group: ENI/?JiE._*ﬁ +F, stateful, allow & 2
.|

Load Balancer M¥ &

@ ALB: Layer 7, HTTP/HTTPS, host/path/header/query 7|8t 2t &, WAF &5,

@ NLB: Layer 4, TCP/UDP/TLS, source IP 2&, 1178 IP/EIP, ZAfAH L U2 EBfE.
® GWLB: GENEVE 7|gto 2 25l .DS/IPS fleet2 ZE0| A,

@ Cross-zone load balancing, deregistration delay, health checkZt MEHX|0f| LI Q™ &} BAtDp "R ZX|"E [}
2 20t

@® ALB access loge S3, 0HE 2| 0|4 X|HE= CloudWatch, API #Z ZrAb= CloudTrailO| C}.
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AWS SAA-C03 2X|2

HIAI’S, O|HIE

-

SNS2} SQSE =E|olA] ‘42
@ SNS: push pub/sub, 3t 0 £ og

@ SQS: 7Ol &op AH| £ & &F, WAXIeE AH|XHE decouple, XA E=-DLQ.

® 02 MH|A7F 22 O|MIEE ZIXt QHYE O 2 X 2[: SNS topic -> AH|A™ SQS queue -> consumer.

® DB7t &7t ZFE AYSHA| Zah SNSO|M LambdaE HIZ ZFA|7|7|2C0F SQSE HI{ S AH| SAEE H|

-
ok

® Standard queuet Of? =2 X 2|2, at-least-once, best-effort ordering0| 22 AH|XHE HESHAH CHELE,
A
F

0@ =M 5= NAHE O queue. MessageGroupld?Zt 22 OA|X| 2HOA =AM 7} EE=ICE

SQs 2% 7I1HE

@ Visibility timeout: M2| & HA|X|E CtE consumerO| Al &7]& A7t ME|ECH O™ F5 H30| 50{ Lt
® Long polling: Bl &1t API 2= H|&& ZQICt

® Dead-letter queue: 5 AT HA|X| Z2[. maxReceiveCount@t redriveE 7H 2Lt

® Delay queue/message timer: 27 A|ZH £ HA[X|E EO|A $tCt.

@ Standard= at-least-onceO| B &£ exactly-once processings E&CHD 2 X| Y=Lt OfE2|AH0[H HSE0|
QS}Ct.

2]

® FIFO2| deduplication IDE 52 & A, message group IDE & L =A-HEY e

Ct.

EventBridge-Step Functions

@ AWS MH|A/SaaS/FHAE O|HIEZ FA|0 2 212 El: EventBridge.

® tA O[HMIEE CHA| X 2|: EventBridge Archive and Replay.

@ o2 BHA, 27, MAIZ, HE XMl At 52 52| }I3E=2: Step Functions.

@ CH fan-outO| ™ SNS, AH| £ & ZEO|M sQS, O|HIE FA| 7|8t 2t El0|H EventBridgeCt.

Kinesis Data Streams vs Data Firehose

AH[REZE A 40 K2, shard-=A-HAEQIE, MAIZE A

(& Kinesis Data Streams
S3/Redshift/OpenSearch S0f 22[@ 22 H I 2 kbl Amazon Data Firehose
Kafka API-MENAIZ7t 2 Amazon MSK

2t7|: Data Stream = KafkaX| & AEZIS 232810 AH|XH7F 212, Firehose = 2EX|2 20tAM XX dt= Tto| =2t
Ql. Firehose= YEHN QI OA|X] 7/ I:HX1|7P OfL|Ct,

Kinesis Data Streams2| X 2| &2 shard®?} on-demand/provisioned modeE &L} 02 consumer’t SEEHCE &
2 M2[Z2 275I™ enhanced fan-outO] FE 0|11, AEZ SQL/Apache Flink X2|.= Amazon Managed Service
for Apache FlinkE {2 2IC} Kafka 28 APIQF 7| & Kafka =774 Z7HEFH MSKLF,
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AWS SAA-C03 2X|2

Ho

o A8, 18 ==

w X} A’ 1} Organizations

@ M AY ALERIE 28 AE S30] H: 2F AE0 IAM userE Mz HEX| 21 2F A IAM Role?| trust
policyZt i AH S ME[SHA StCt 72 AFEXHE AssumeRoleZ %[ AT UA| X2 THS f=Ct

@ AWS A7 IDE = 7§ LIESHX| g0 =& HA T 58 2| FHO| aws:PrincipalOrglD.

® 573 oU EZ27t X3 aws:PrincipalOrgPaths.

@ SCP= Organizations A 82| Z|Cf #ot ZAH0|H #ehs = FO{5HA| =Lt

@® Permissions boundary= §7 IAM principalO| 7t& = = Z[0f HoHES HMoHstH HA| AHotE 2T F0{6HK] @
=L}

v

SSO2} Microsoft AD
2IZ2|0|2 Microsoft AD2| AFEALIES A& &2l + o2 AWS A SSO = 0| H:
IAM Identity Center + AWS Managed Microsoft AD + self-managed AD2} two-way forest trust

AZOICEH IAM userg S5t MEX|= 2F SO 228 SHO|M FEHICE

X4 SEa |2 2

® OZ2|AH 0|M0| access keyE StEZYSHX| =Lt EC2 instance profile, ECS task role, Lambda execution role=
AHE%HCt

@ DB password A& 2|T10| SH+0|H Secrets Manager.

® T dLUTHS secretg ABHLE XSt H|&2 0| Systems Manager Parameter Store. 2|™ 7|5 27 &
gtolstrt,

0 Y -2HY X[F AFEXF 7HY/2 0211} token2 Amazon Cognito. 2&2| 012 AWS AHH SSO+ IAM Identity
CenterCt,

® HE2 TLS BN UFAE AL ACM. CloudFront 215 M= us-east-1 27 7[A$HCt,

® ©& HsMit AH 7| 0] 2T CloudHSM, LEHE Ol 22|H 7| AH|A S22 KMSCEH

Config vs CloudTrail vs CloudWatch

po|
=

Ho

FIH AR o APIZ ©F S HHRIL CloudTrail

2lAA -] Yk HEQIZE B 0.1 A F o f AWS Config

HES 222 E Xts 3 AWS Config rule + Systems Manager Automation
NEZ2I-LHAEE CloudWatch

AWS AE gl FQlo|7 HAIZER SR CloudWatch Dashboard Sharing
QE O 2: "7t HHELE" -> CloudTrail, “2HIE 2ECI7IE X|& H71 -> Config. Y2 2tE|X| $2 252 AE22
&0 DX XM= ConfigZt EX|St SSM AutomationO| $=H5tH, A3l Agtof= st IAM Hstot ECt

HQH MH|A ot & EE

@ GuardDuty: CloudTrail/VPC Flow Logs/DNS 2| A= 2 2|3 EHX|.
@ Inspector: EC2-ZAE{| 0|4 O|O[X|-Lambda2| ¥ FH 2tz

@ Macie: S32| 212} H|O|E HH-2R/.

@ Rekognition: O|0|X|-3E4 &4, FHE 2H=X EHX|
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©® Comprehend: S| AE Q| ZI7Y-AEE[-FH|- 210 Z4].

@ WAF: HTTP(S) Layer 7 7+&!, SQL injection/XSS/IP X[ 0.
@ Shield Advanced: DDoS 23 Z5let H|E 25X .
@ Firewall Manager: Organizations 1 2F2| WAF/Shield/E 2t EH S &t2|.
SN He BF: HA L2 2| 2ok MH|A

©® AWS Artifact: AWS 18 &5 E2XMet ASf ZM HH2ZRE.

® Audit Manager: ZAt SHE X|& =TSt HIt 2N 74,

® Security Hub: 02| 20t MH|A findinglt EFE &4 MEE Y AL

@ Detective: 22t finding 0| 2tA|Qt 252 AlZf2tsl ZAL

® Compute Optimizer: AHE2F 7|8t EC2/EBS/Lambda &2 right-sizing =%

ra

® X-Ray: 24t 278 trace, service map, latency &2l 24,
@ Application Migration Service(MGN): A{H{Z block-level replication2 £ lift-and-shift.

® Managed Grafana/Prometheus: Kubernetes-Of 22| 0| M| E&| A|Zf2}2} Prometheus @2t ZL|E & M EX|
gl = St

H|E, 2LIEJ, ol 5+

HIE =+
MH| 2B QIAHA EtY S22 H[E =4 24 Cost Explorer
Ol /AR - JAK] Zap e AWS Budgets
7hE AbMITE AH H-AHE OOl Cost and Usage Report(CUR)
A BT S eS| ol Billing Dashboard
EC2 H| 0| off SA=XI, 22 270 E 2 instance typeBE 24, least operational overhead -> Cost Explorer.

CUR + S3 + Athena/QuickSight= Eﬁ N 2sHX| Ot 1=0| WRIIEE A4 ¥ RE0M= 2E £ Ut

RLEY-2O
® CloudWatch metric/alarm: =X A x|} &2l
@ CloudWatch Logs: Ol E2|AHO|H-A|A” 21 =8 8! Logs Insights F2].

=
® X-Ray: 24t OHZ2/7 0| 2 FHIt g5 4.

@ CloudTrail: AWS APl ZAL =% F &= organization trail.

H| & %3} F7} ZQIE

@® Compute Savings Plans: instance family/2[%1/0S #1210 & 5. EC2 Instance Savings Plans2 L} 22l G A 0|
ALt

@ Reserved Instance: EC2/RDS & A{H|AH 27 SOl Standard?t Convertiblel| W& A g2 2T,

® NAT Gateway H|8: Z2 AZ G =, S3/DynamoDB gateway endpoint, interface endpoint2| A|7HX 2| HIE2
Bl oket.

oot

2

® CloudFront cachei= AH&X} X| G OfL|2} origin data transfer@t M2| £tz & 4= ULt
_l

® Compute Optimizer= right-sizing X, Cost Explorere= M| 8|8 FM-ZE £M Budgets= AAX| 20|C},
p p g g p g
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Ho

® Trusted Advisore HI&-Eohds LZehd 52 AT Ar, CURZ 7HY HAMlet 313 HIE H|OJE{Ct

R ®a
Backup & Restore P Y B2 AR gl oM =2
Pilot Light 92 4 S+ DB/G|O|E{ 2t SH4f M3
Warm Standby =t e =4 2Hgo] H& F, FOo Al scale out
Multi-Site Active/Active £l INE RS orzo| AH EFT X2

@ RPO: Z0OfL} B2 HO[H 45 3{&3t=7t

LS T
@ RTO: Ot 22f SES o &dt=7t
@ H9 ZI|.EH| AL RPOS, TRH|X U NS A2 RTOE ZHBHCE

@ Route 53 failover, Global Accelerator endpoint health, Aurora Global Database 2 MEX|& @7 Z2EZ. 1
‘g IP-DB QAMZEITNLX| 2HH| =Lt

Cts ME EX|e] =g ofH

2 AE HA + DB HA ALB + multi-AZ ASG + RDS Multi-AZ

MH|EZ|A APl + 2HAH DB £22 API Gateway + Lambda + RDS Proxy

Ch= AH|X} fan-out + burst 205 SNS + consumer® SQS

YN Y S 2Y =Hot Hjx private S3 + CloudFront OAC + ACM/WAF

2oy oA & BtE F7|3t Direct Connect/VPN + DataSync

ZZ| MAN 2ot 73 Organizations + Firewall Manager/Config aggregator

L2t X| Y2 2ot s =F Config rule + SSM Automation + execution role

S3 H|Oo|E go|=2 &4 S3 + Glue Data Catalog + Athena + Lake Formation
"Choose two/three"0| M= 2t MEHX|7t 22 ASS S= i ZSH=A| &Ittt 0| & S0f ALBRt Route 532 A2
2t CHA|XH 7} OfL| 2t DNS T YDf HTTP 23t 2422 A A Y 5= QUL

At SEl= Z7EEL 2570

—_

. Windows + SMB + IIS/NAS -> FSx for Windows File Server.
. Linux + NFS + O{2{ AZ 3§ -> EFS.
. HPC/ML + S3 B& X2| -> FSx for Lustre.
. global static IP + TCP/UDP -> Global Accelerator.
"l 29X FHA] + HTTP/HTTPS -> CloudFront.
. DNS 7|2k 7}p2 2| H/7HS X /&0 =X -> Route 53 routing policy.
. S3/DynamoDB + private + NAT 218 -> Gateway endpoint.
.57 MH|ADEAME £F + CIDR 35 -> Privatelink.
CZX MM AE9t 58 -> aws:PrincipalOrgID.
WA AE YA HEE -> trust policy + AssumeRole.
11. Multi-AZ DB instance -> HA, standby %7| £7}.
12. Multi-AZ DB cluster + reader endpoint -> HA + 2{7| &4t
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13.
14. B¢
15. gp3 -> 8 IOPS/MEZ|E S =& =F.

tet 74X = baseline -> RI/Savings Plans.
C

ofy oot

-

7ts + B3 EHEE -> Spot.

16. unpredictable S3 access -> Intelligent-Tiering.

17. X st o|O|X| -> Rekognition; HIAE 242 Comprehend.
18. H|E ©X| + X}& = -> Config + SSM Automation.

19. +7t API "7 -> CloudTrail; ®xff #40| &4 -> Config.

20. H|& &l EE 24 -> Cost Explorer; Z1} 22 -> Budgets.
21. burstE DB 20|M 25 -> SQS.

22. St O|HIEE O{2] MH|AZ -> SNS + AMH|AE SQS.

23. 2AE3 EH AH|-Z{H2| -> Kinesis Data Streams.

24. AE RIS S3/Redshift/OpenSearchZ HiE -> Data Firehose.

25. AWS AE gl= AHEHO|A| CHA]| 2 E8F -> CloudWatch Dashboard Sharing.

OFx[2} 30x 2 & |7

® =H|2 HEA SILIE EX|X| Y=Lt least, most, immediately, unpredictable, without internet, static IP, no
code changes.

@ 2T S StUtE X W 53 MH[ A0 & KA BT
[m]

et
@ 22| 7|50] J=H EC20] AF MX|-cron-AHEAF ZEE HE = B2 least operational overheadOi|A| 2| &5t
Ch.

0 182 WYTte = SHAL[X| g, 97| Y2 standbyTt 2 E S A E[X| =Lt

® DNS, 7HA|, HEQR 7t&8 MX| =L} Route 53 / CloudFront / Global Accelerator.

@ °IZ 1t HohS AX| Y=Lt Identity Center= SSO, IAM Role2 YAl At KMS key policys =3t 7| AL #gh
® HO|E HAEZ 20} 2K = S3, 252 EBS, Linux 9 T2 EFS, Windows SMB+E FSx for Windows.

@ HA[Zto|2t= ZBF B3 KinesisE 1 2X| @=Lt fan-out, HIH P, WA 2], SHX| M & FA0| QoA HA
BT}
O = .

Mas 24 BA

@ AWS SAA-C03 Alg! 7t0| =9t =0 Ol HIF

@ SAA-C03 &4 in-scope AWS AH|A

@® Amazon S3 AMH & ¢S5}

@ RDS Multi-AZ DB cluster 21 A1 reader endpoint
® AWS Global Accelerator =2t G4l

@® Amazon SQS gueue types

® AWS Config H|E= 2[AA £H

® Amazon FSx for Windows File Server

® Amazon Data Firehose H|O|H M
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https://docs.aws.amazon.com/aws-certification/latest/solutions-architect-associate-03/solutions-architect-associate-03.html
https://docs.aws.amazon.com/aws-certification/latest/solutions-architect-associate-03/saa-03-in-scope-services.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/multi-az-db-clusters-concepts-connection-management.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-queue-types.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html
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